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SECURITY AND DATA PROTECTION OF  

THE RICHTIG APPLICATION 

1. PHYSICAL DATA SECURITY (DATA CENTER)  

1.1. The RICHTIG application is operated using infrastructure hosted in the ANAFRA data center 
in the Czech Republic. The ANAFRA data center meets the requirements of the TIER III 
standard and represents a state-of-the-art facility that adheres to the highest international 
benchmarks for both physical and software security. This ensures uninterrupted operation 
even in the event of extraordinary incidents such as natural disasters, large-scale 
cyberattacks, or power outages.  

2. APPLICATION-LEVEL SECURITY  

2.1. A key element of data protection is ensuring that each group of information is accessible only 
to authorized individuals. 

• Access to the application is secured with a unique username and password. 

• In addition, authentication can be configured through an Identity Provider. 

• The RICHTIG application includes a built-in tool for managing user roles and groups, 
enabling you to define data-access permissions—both by assigned role and individually 
for each user. 

3. DATA BACKUP 

3.1. We perform a full backup of all data stored in the system every day. All backups are securely 
stored and archived with a minimum retention period of 30 days. 
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